Ipunoxenne Ne2. UndpopmannoHHasi NaMATKA IS 00y4YAOIIKUXCS /151 pa3MellleHus Ha
opunuanbubix UHTEpHET-pecypcax

C KaXIIbIM TOJIOM MOJIOJIC)KH B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJIBHUKU OJTHU U3
CaMbIX AaKTUBHBIX ITOJb30BaTenel PyHera. Mexny TeMm, MOMHUMO OIPOMHOIO KOJIUYECTBA
BO3MOJKHOCTEH, HHTEPHET HECEeT W MpoOJeMbl. DTa MaMATKa JI0OJDKHA TTOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

Komnviomepnvie supycoi

KoMmnbroTrepHslii BUpYC — 3TO Pa3HOBHIHOCTb KOMIIBIOTEPHBIX IIPOrpamMM, OTJIIMYUTEIIbHON
0COOEHHOCTBIO KOTOPOH sBIsETCS CIHOCOOHOCTh K PasMHOXKEHHUIO. B jomonHeHue k 3ToMmy,
BHUPYChI MOT'YT IIOBPEANUTD WIIM MTOJIHOCTbIO YHUUTOXKUTh BCe (aiiiibl U JaHHBIE, IOJKOHTPOJIbHbIE
I0JIb30BATENI0, OT UMEHH KOTOPOTo Obliia 3aIylieHa 3apaxEHHas IporpamMma, a TakKe NOBPEIUTh
WIH JJa)K€ YHUUYTOXKUTh ONEPALMOHHYIO CUCTEMY CO BceMH (ailiamu B 1iesioM. B GonpiinHcTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MeTobl 3a1IUTEl OT BPEJOHOCHBIX IIPOTpaMM:

1. Vcnonw3yil cOBpeMEHHBIE ONEPAllMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIA YPOBEHb
3aLUTBI OT BPEAOHOCHBIX IIPOTrPaMM;

2. TlocrosiHHO ycTaHaBiMBaii mauTé (IUGPOBBIE 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCS C ILI€JIbI0 JOPAOTKM MPOrpamMMbl) U Jpyrue OOHOBJIEHMS CBOEH
OTIepaIiMoHHOM cucTeMbl. CKauMBai UX TOJIBKO ¢ OPHUITMAIEHOTO caiiTa pa3padoTdnka
OC. Ecnu cymiecTByeT peKUM aBTOMAaTHYE€CKOTO OOHOBIIEHUS, BKIIIOUYH €T0;

3. PaOotail Ha cBOeM KOMIBIOTEPE O] MPaBaMU MOJIb30BATENsS, @ HE aIMUHUCTPATOPA.
3TO HE MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrPaMM HHCTAITUPOBAThCS Ha TBOEM
MIEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonw3yil aHTUBHPYCHBIE TPOTrPAMMHBIE TPOLYKTBI U3BECTHBIX IPOU3BOAMUTENEH, C

aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;

Orpannyb puU3HUECKUil JOCTYI K KOMIIBIOTEPY JUIsl TOCTOPOHHUX JIHIL;

6. Vcnonb3yii BHELIHUE HOCUTEIN UHPOPMAIINH, TaKhe KakK (iemika, TucK Wi ¢ain us3
MHTEpHETA, TOJIBKO U3 MPOo(epeHHbIX UICTOUHUKOB,;

7. He otkpbiBail koMIblOTEpHbIE (haiiiIbl, MOJYUYEHHbIE U3 HEHAAEKHBIX HCTOYHUKOB.
Haxe T1e ailnbl, KOTOpble HpUCIad TBOM 3HaKOMbIH. Jlydmie yTrouHu y Hero,
OTIIPaBJISUI JIU OH Te0e HX.

bt

Cemu WI-FI

Wi-Fi - 310 He BU mepenayu JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIb OpeH 1, Mapka. Emre
B 1991 rony Hunepnanjackas kommnaHus 3apeructpuponana opena «WECA», uro o6o3Hayao
cinoBocodetanue «Wireless Fidelity», KOTOpbIi TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTH.

Jlo Hamero BpeMeHM JolIa jApyras aO0peBuaTypa, KOTOpas SBISETCA TaKOM XKe
TexHoyioruei. 9to abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO ¢ HAMEKOM Ha CTaHJApT
BbICIINI 3BYKOBOM TexHuku Hi-Fi, uTo B mepeBosie 03HaUaeT «BbICOKAsI TOUHOCTHY.

Jla, OecrimaTHBI MHTEPHET-IOCTYI B Kade, OTeNsAX M a’pomnoprax SBISETCS OTIWYHOMN
BO3MOXKHOCTBIO BBIX0/1a B UHTepHET. HO MHOTHE 3KCIIEPTHI CUMTAIOT, 4TO o0mienoctynHsie Wi-Fi

CETH HE SIBJIAIOTCS 0€30IIaCHBIMU.

Cosetbl 0 Oe30MmacHOCTH paboTe B 001Ie0CTYHBIX ceTsix Wi-fi:


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

He mepenaBaii cBoro nuunHyro uHpopMaiuioo uepe3 obmenoctynueie Wi-Fi certu.
PaGoras B HuX, j)kejaTenbHO HE BBOAUTH ApOJIH IOCTYIIA, JIOTHHBI U KaKue-TO HOMEpa;
Hcnonp3yit 1 0OHOBIIAN aHTUBUPYCHBIE MPOrpaMMBbl M Opanamayep. TeM caMbIM Th
oOe3omnacuilb ceds OT 3aKaYyKy BUpYyca Ha TBOE YCTPOMCTBO;

[Ipu wucnonb3oBanun Wi-Fi otkmoun ¢ynkmuio «OO0mmii noctyn kx daitnam u
npuHTepam». JlaHHas QyHKIMS 3aKpblTa 1O YMOJYaHUIO, OJHAKO HEKOTOpbIE
MOJIb30BATEIIHN aKTUBUPYIOT €€ ISl yA00CTBa MCIONIb30BaHus B paboTe mim yueoOe;

He ucnonw3yit myomuunsii WI-FI ayis mepenaym JMWYHBIX JTaHHBIX, HAPUMEp LTSI
BBIX0/Ia B COIIMATIbHBIC CETU UIIU B JIEKTPOHHYIO MOYTY;

Hnonp3yit Tonbko 3amuuieHHoe coenuHenue depes HTTPS, a ne HTTP, T.e. nipu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoOunmbHOM Tenedone otkmoun  ynknuio  «[lomkmoyenme k  Wi-Fi
aBToMarudecku». He momyckail aBTOMaTUYECKOTO MOJKIFOYEHUS YCTPOMCTBA K CETSIM
Wi-Fi Ge3 TBoero cornacus.

COZ/;MCl]leble cemu

CornuanbHbIe CeTH aKTUBHO BXOJAT B HAIlly KU3Hb, MHOTHE JIIOJIU PA0OTAIOT U )KUBYT TaM
noctossHHO, a B Facebook yke 3aperucTpupoBaH MUJUTHAP] YEIOBEK, YTO SIBISIETCS OJHOM
ceIbMON BceX JKHUTeNell MiuaHeThl. MHOTHMe MOJb30BaTeNd HE MOHUMAIOT, YTO HHGopMaIus,
pa3MelIeHHass UMM B COITMAIBHBIX CETSIX, MOXKET OBbITh HaWJI€HA M HCIIOJIb30BaHA K€M YTOIHO, B
TOM YHUCJIE HE 0053aTeTbHO ¢ OJIarMMH HAMEPEHHSIMH.

OCHOBHBIC COBETHI 110 0€30ITACHOCTH B COMMAJIBHBIX CCTAX:

1.

2.

Orpanuub CHUCOK Jpy3ed. Y TeOs B ApPy3bAX HE JODKHO OBbITh CIy4dallHBIX U
HE3HAKOMBIX JIIOJEH;

3amumniail cBoro 4YacTHyrO *Hu3Hb. He ykaspiBail maponu, TeneQoHsbl, axpeca, HaTy
TBOETO POXKACHUSA U JAPYryl0 JUYHYI0 HHPOPMALUIO. 3IOYMBIIIJICHHUKH MOTYT
UCIOJIb30BaTh Jake MH(OpPMAalMIO O TOM, KaK Thl U TBOU POAMTENH IJIaHUpPYETE
MIPOBECTU KaHUKYJIbI;

3amuinai CBOI0 PenyTaluio - IEP>KH €€ B YUCTOTE U 3aJ1aBail cebe BOMpOcC: XOTe Obl
ThI, YTOOBI ApYyrHe MOJIb30BaTeNIM BUJENH, UYTO Thl 3arpyxaeus? Ilogymaii, npexnae
YeM YTO-TO OMYyOJIMKOBATh, HAIUCATh U 3arpy3UTh;

Ecnu TbI rOBOPHILB C JIFOABMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIb3YH CBOE PEAIbHOE NMS
U APYTYIO JINYHYIO0 HH(OpPMALIUU: UM, MECTO )KUTEIbCTBA, MECTO Y4eObl U MpOYEE;
W36erait pazmenienus ¢pororpaduii B UnTepHere, rae Tl n300pakeH Ha MECTHOCTH,
10 KOTOPOI MOYXHO ONPEENIUTh TBOE MECTOIIOIOKEHHE;

[Ipu peructpanuu B COIMAILHON CETH HEOOXOAUMO UCIIOIB30BaTh CIO0XKHbIE MAPOJIH,
cocrosre u3 OyKB ¥ UQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEE §;

Jlnst conuanbHON CeTH, MOYTHl M JPYTrUX CaiTOB HEOOXOAMMO HCIOIB30BATh PAa3HbIE
napoiu. Toraa ecinu Te6s B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH MOTY4aT AOCTYI TOJIBKO K
OJIHOMY MECTY, a HE BO BCE Cpa3y.

OnexmponHvle OeHbeu

DNEeKTPOHHBIE JEHBIM — 3TO OYEHb yIOOHBIA crocol IiaTexel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOIYYUTh 3TH IECHBIU.

QHGKTPOHHBIG JCHBI' IIOABHJIUCH COBCEM HC€IaBHO W HMMCHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCTBax A0 CHUX IMOP HC NPOMNHUCAHO ITPO HUX B 3aKOHAX.


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

B Poccun sxe oHM QYHKIMOHUPYIOT M O HUX YK€ TPONHCAHO B 3aKOHE, 1€ UX Pa3JeIIsioT
Ha HECKOJIbKO BUJI0B — aHOHUMHBIE U HE aHOHUMHBIE. Pa3HKIIa B TOM, 4YTO AHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaeTcss MpOBOAUTH Omnepauuu 0e3 HWACHTH(PHKAIMK [OJb30BaTeNs, a B
HEaHOHMMHBIX MJICHTU()UKALMY 110JIb30BaTENs SABJIAETCS 00s3aTeIbHOM.

Taxxke ciieqyer paznuyarh 3JEKTPOHHbIE (UATHBIE JEHBIU (PaBHBI TOCYJAapCTBEHHBIM
BAIIOTaM) U DJIEKTPOHHBIE He(hUATHBIE ICHBIU (HE paBHBI TOCYJAPCTBECHHBIM BAJTIOTAM).

OcHOBHBIE COBETHI 0 6€301MaCHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. TlpuBsoku K cueTy MOOWIJIBHBINA TeneoH. DTO camblii yIOOHBIM W OBICTPBIN CIIOCOO
BOCCTaHOBUTBH JOCTYN K cuery. [IpuBs3aHHBIA TeneoH MOMOXKET, eciau 3a0yiellb
CBOH IUIATEKHBIM NAPOJIb WM 3aiIeIIb HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonb3yit onHOpa3oBbie napoiu. [locie nepexoa Ha yCUIICHHYIO aBTOPU3AIINIO Te0e
yke He Oy/IeT yrpoXaTh OMAaCHOCTh KPa)XH WIIK TiepexBaTa MIaTeKHOTO MapoJis;

3. Beibepu cioxubiii mapoisb. IIpectymHukam Oyaer HE MPOCTO yrajaTh CIOXKHBINA
napoJib. HaziexxHpie naposim — 3TO mapoiu, KOTOpPbIE COJIepKaT HE MEHEe 8 3HAKOB U
BKJIFOYAIOT B c€0sl CTPOYHBIC U MPOMUCHBIC OYKBBI, TU(MPHI U HECKOJIBKO CHMBOJIOB,
TaKWe KaK 3HaK Jouiapa, pyHTa, BOCKIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJIM CBOM JIMUHBIC JAHHBIC HA CATaX, KOTOPHIM HE JIOBEPSEIIIb.

aﬂeKmPOHHafl nouma

DneKTpOHHAas OoYTa — 3TO TEXHOJIOTUS U MPEJOCTABISIEMBIE €0 YCIIYTH 110 MEPECHIIKE U
MOJYYEHUIO BJIEKTPOHHBIX COOOLIEHUH, KOTOpBIE PACHpPEAESIOTCS B KOMIBIOTEPHOM CETH.
OO6bIuHO 3JIEKTPOHHBIN MIOYTOBBIN SIIIHAK BBITJISTAT CJIEIYIOLIUM oOpa3zom:
UMS_TOJIb30BaTEeI(@UMsL_JoMeHa. Takke KpoMme Iepefjaud MpoCTOro TeKCTa, HMeeTcs
BO3MOXKHOCTb NepeaaBaTh (paiiibl.

OcHOBHBIE COBETHI 110 0€3011aCHOM paboTe € ANEKTPOHHON OYTOM:

1. Hago BbIOpaTh npaBWIbHBINA MOYTOBBIN cepBUC. B MHTEpHETE €cTh OrpOMHBIN BBIOOD
OecrIaTHBIX MMOYTOBBIX CEPBUCOB, OJIHAKO JIyUllle JOBEPATh TEM, KOT'O 3HACUIb U KTO
IIEPBBII B PEUTHUHTE;

2. He ykaspiBail B IM4HOM mouTe JuuHyr0 uHpopmanuto. Hanpumep, myuiie BeIOpaTh
«My3bIKaJIbHBIN _(panaT@» miu «pok2013» BMecTo «remal3»;

3. Hcnonb3yit IBYXATAlHYIO aBTOPU3AIMI0. DTO KOT/1a IOMUMO MAPOJIsl HYKHO BBOJIUTh
KOJI, IpHChLIaeMbIil mo SMS;

4. BpiOepu CIOXHBIA Maposb. s KaXKI0ro MOYTOBOTO SIIUKA JIOJDKEH OBITH CBOM
HAJICXKHBIM, YCTOWUMBBIN K B3JIOMY 1apOJIb;

5. Ecam ectb BO3MOXKHOCTh HalMcaTh CaMOMY CBOM JIMUHBIM BOIPOC, MUCHONB3YH 3Ty
BO3MOKHOCTB;

6. Vcnonb3yil HECKONBKO MOYTOBBIX SIIMKOB. [lepBbI i1 YacTHON NEpenucKu ¢
ajpecaTaMM, KOTOPBIM Tbl JIOBEpSACIIb. OJTO JJIEKTPOHHBIM aJpec HE Hajo
MCIOJIb30BaTh MIPU PErUCTpaluy Ha GopyMax U caiTax;

7. He oTkpbIBaii Gaiiisl 1 Ipyrue BIOKEHUS B MUCbMaX JIaXKe €CJIM OHU MPUIILIH OT TBOUX
npyseit. JIydie yTouHu y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (paiiiibr;

8. Ilocne okoHUaHUS pabOTHI HA TOYTOBOM CEpBHUCE MEPE] 3aKPHITUEM BKJIAJIKH C CAUTOM
He 320y HaXKaTh Ha «BBIATHY.
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Kubepoynnune unu supmyanvroe uzdesamenbcmeo

KubepOymnuHr — mpecieoBaHUE COOOIICHHSIMH, COJEPXKAIIUMH  OCKOPOJICHUS,
arpeccHio, 3alyruBaHue; XyJIUTAHCTBO; COIUATbHOS OOMKOTHPOBAHHE C TIOMOIIBIO PAa3IUYHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 60PBOE ¢ KUOEPOYIITMHIOM:

1.

e

He Gpocaiicst B 60ii. Jlydmuii crmoco6: mocoBeToBaThcs Kak ceOsi BECTH U, €CJIM HET
TOr0, K KOMY MOXXHO OOpaTHThCS, TO BHayajle YCHOKOMThCS. Ecnu Thl HavyHelb
OTBeUYaTh OCKOPOJEHHSMH Ha OCKOpOJIEHHUS, TO TOJIBKO elle OOJbIIe Pa303KKellb
KOH(JIUKT;

VYnpasnsii cBoelt kubeppemnyranuei;

AHOHMMHOCTH B ceTu MHuUMas. CyIllecTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHHUMHBIM aKKayHTOM;

He crout Bectu Xynuranckuii 00pa3 BUPTyalbHOM kxu3HU. VIHTEpHET Qukcupyer Bce
TBOM JICUCTBUS U COXPAHSET UX. Y AAIUTh UX OyJeT KpaliHe 3aTpyAHUTEIHHO;
Coburonait cBOI BUPTYaJIbHYIO YECTh CMOJIOAY;

Urnopupyit equHnaHbIi Heratus. OAHOPa30BbIe OCKOPOUTEIbHBIE COOOICHHS Ty4Ile
UrHOpUpOoBaTh. OOBIYHO arpeccHst MPEKpPaIIaeTcs Ha Ha4aIbHOM CTa/Iny;

ban arpeccopa. B mporpamMmMax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH, B COITHAIIbHBIX
CeTSIX €CTb BO3MOYKHOCTb OJIOKUPOBKHM OTIPABKU COOOIIEHUI C OMNpeesIeHHbIX
a/IpecoB;

Ecin  Thl cBugerens kubepOyminHra. TBOM JE€HCTBUS: BBICTYNHMTH IPOTUB
IpecieaoBarens, IOKa3aTb €My, YTO €ro JEeHCTBUS OLEHUBAIOTCA HETaTUBHO,
MOJAJEPKAaTh KEPTBY, KOTOPOM HYXKHA IICHMXOJIOTUYECKash IOMOIb, COOOIIUTH
B3pOCIIBIM O (haKTe arpecCUBHOIO MOBEACHUS B CETH.

Mobunvuwiii menegon

CoBpemeHHbIe cMapT(OHBI U IUTAHIIETHI COAEPKAT B ceOe BIOJIHE B3pOCIbIN (yHKIIMOHAT,
U Tenepb OHM MOTYT KOHKYpHUPOBAaTh CO CTAallMOHAPHBIMU KoMmmbioTepamMu. OOHaKoO, CpeACTB
3aLUTHI IS TOAOOHBIX YCTPOUCTB MOKa OUeHb MaJlo. TecTUpoBaHHE U TIOUCK YSI3BUMOCTEH B HUX
IPOUCXOIUT HE TaK MHTEHCHUBHO, Kak Ju1s [1K, To sxe camoe kacaercss 1 MOOMIIBHBIX MTPUIIOKEHUH.

COBpeMeHHBIe MOOMJILHBIE 6pay3epLI YKE€ MPAKTUYCCKH JOTHAJIM HACTOJIBHBIC aHaJIOI'u,
OIHAaKO pacHIupCHUC (byHKLII/IOHaJ'Ia BIIEUET 3a CcO0OI 60J'IBH_IYIO CJIO)KHOCTb M MCHBIIYIO
3aIUIICHHOCTD.

Hanexo HC BCC MPOU3BOAUTCIIU BBIITYCKAIOT O6HOBJ’I€HI/I${, 3aKpBIBAIOIIUE KPUTUUCCKHUE
YA3BUMOCTHU [JI1 CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI JJI 0e30IMacHOCTH MOOUIBLHOTO TCJ'IC(I)OHaI

1.

kW

Huuero He aBnsieTcs no-HacrosiieMy OecruiaTHbIM. bynb ocTopokeH, Bellb Korja Tede
npeJularaloT O6ecIulaTHBI KOHTEHT, B HEM MOTYT OBITh CKpBITBI KaKHe-TO IUIaTHBIE
yCIIyTH;

Hymaii, npexxae dyem otnpaBute SMS, ¢oTto miu Buaeo. Thl TOYHO 3HACIHIb, TJ€ OHU
OyIyT B KOHEYHOM UTOTE?

Heo6x0a11Mo 0OHOBIIATH ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBHPYCHBIE IPOrPaMMBbl 17151 MOOMJIBHBIX TEJIE()OHOB;

He 3arpyxail npuioXeHus: OT HEU3BECTHOIO UCTOYHHUKA, BEb OHU MOT'YT COZEPKATh
BPEJIOHOCHOE NMPOrPaMMHOE 00eCIIeUEHNE;
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6. Ilocne Toro kak Thl BBIAJCIIL C CaliTa, I/I€ BBOJAWI JHUHYIO WH(POPMALNIO, 3ali1 B
HaCTpPOMKHU Opay3epa u ynanu cookies;

7. Ilepmonuuecku NpoBepsil KaKue IJIaTHBIE YCIYIM aKTUBUPOBAHBI HA TBOEM HOMEPE;

JlaBaii cBoii HOMep MOOUIIBLHOTO Tese(oHa TOJIBKO JIIOASIM, KOTOPBIX Thl 3HAeUlb U

KOMY JIOBEpsICIIIb;

9. Bluetooth gomxeH OBbITh BBIKJIIOYEH, KOTZIa Thl MM HE MOJb3yenibcs. He 3a0ObiBait
WHOT/Ia TIPOBEPSTH 3TO.

*

Online ueput

CoBpeMEHHbIE OHJIAMH-UIPbl — 3TO KPACOYHBIE, 3aXBaThIBAIOIIME pa3BICUYCHUS,
00BEIMHSIOIINE COTHU THICSY YeNIOBEK IO BceMy MHpy. MIrpoku uccienyroT NaHHBIE UM MU,
00IIaI0TCs IPYT C APYTOM, BBIIIOJIHSAIOT 3a1aHUs, CPAXKAIOTCS C MOHCTPAMU U TOJIY4atoT OIBIT. 3a
yJIOBOJIBCTBHUE OHM ILIATAT: MOKYNAOT JUCK, OIUIAYMBAIOT A0OHEMEHT WM IPUOOPETaoT KaKKe-
TO OIILUHU.

Bce atm cpexcrtBa MayT Ha INOJACpKAHUME M Pa3BUTHUE UIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPILEHCTBYIOTCSI CHCTEMBbl aBTOPU3ALlMM, BBITYCKAIOTCS HOBBIC MAT4U
(unpoBbIe 3aIUIATKA AJISL IPOTPAMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOZ[O6HI)IX Hurpax CTouT OIacarbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXu
TBOCTO I1apO0JIsd, HAa KOTOPOM OCHOBaHa CUCTEMA aBTOPHU3alIHUN OOJILIINHCTBA urp.

OCHOBHBIE COBETHI 0 O€30MaCHOCTH TBOETO UTPOBOTO AKKAyHTa:

1. Ecnu apyroil urpok BeeT ceds II0X0 WK CO3/1aeT TeOe HEMPUITHOCTH, 3a0JI0KUpPYi
€ro B CIIMCKE UTPOKOB;

[Toxanyiicds aIMMHHMCTpAaTOpaM UIPbl Ha IIOXOE€ IIOBEJEHUE JOTOr0 HUIPOKa,
JKEJIaTEIbHO IIPUIIOKUTD KAaKHE-TO JOKA3aTeNbCTBA B BUJIE CKPUHOB;

He ykaspiBail muunyto uHpopmaiuio B podaiine urpsi;

VYBaxall Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeoduraabHbIe TATYH U MOJIBI,

Hcnonb3yi CIIOKHBIE M pa3HbIE N1apOJIy;

Jlaxxe BO BpeMsl UIPbl HE CTOWUT OTKJIIOYATh aHTUBHpYC. [Ioka ThI mrpaems, TBOU
KOMIIBIOTEP MOT'YT 3apa3uTh.

N

Nk w

Duwiune unu Kpaosica TU4HblX OQHHbIX

OObIYHOM Kpameﬁ ACHCT U OJOKYMCHTOB CCTOIAHS YK€ HHUKOI'O HE YI[I/IBI/IfI_HL, HO C
pasBUTHEM HHTepHeT-TeXHOHOFI/Iﬁ 3JIOYMBIIIJICHHUKH  TIEPEMCCTHUIINCE B HHTCPHET, U
MpoaOJIKAKOT 3aHUMATHCA «(TIOOMMBIM)» ACIIOM.

Tak mosiBUIIach HOBask yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, IJIaBHAs ILEJb
KOTOPOTO COCTOMT B TIOJIYY€HUH KOH(MWICHIIMAIBHBIX JAaHHBIX IOJIb30BATENIei — JIOTHHOB U
naposieii. Ha anrnuiickom si3bike phishing unraercs kak ¢ummumnr (ot fishing — priGHas noBins,
password — mapoJb).

OcHOBHBIE COBETHI IO O0PBLOE ¢ PUITHHTOM:

1. Crnemu 3a cBouM akkayHTOM. Ecim TBl momo3peBaelib, 4TO TBOSI aHKeTa OblLia
B3JIOMaHa, TO HE00XO0IMMO 3a0JIOKMPOBATH €€ U COOOIIUTH aIMUHUCTpATOpaM pecypca
00 3TOM KaK MOXHO CKOpPEe;

2. Hcnonp3yii 6e30macHbIe BeO-CalThI, B TOM YUCJIE, MHTEPHET-Mara3uHoB U MTOMCKOBBIX
CHUCTEM,;
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3. Hcnonp3yii cioXKHBIE M pa3Hble Mapoiu. TakuMm oOpa3om, eciau TeOsi B3JIIOMAIOT, TO
3JI0YMBIIIJICHHUKH T10JIy4aT JOCTYI TOJIBKO K OJJHOMY TBOEMY IPOQMIIIO B CETH, a HE
KO BCEM;

4. Ecnu tebs B310Maiu, TO HEOOXOIUMO MPEAYNPENAUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIE

no0aBieHbl y T€OSI B IPY3bsX, O TOM, YTO TeOs B3IOMald M, BO3MOXHO, OT TBOETO

UMEHHM OYyZET pacchlIaThCs CIaM U CChUIKU Ha (DUILIMHIOBBIE CAMThI;

YcranoBu HagexHbli mapois (PIN) Ha MoOMIbHBIH TenedoH;

OTkIr0uM coOXpaHeHue Maposst B Opaysepe;

7. He oTkpbIBaiil (haiisibl v IpyTrUe BIOKEHUS B MUCbMaX JaKe €CJIM OHH MPHUIILTA OT TBOUX
npys3eil. Jlydiie yTouHd y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (paiibl.

SN

Lugposas penymayus

[Mudposas peryranus - 3TO HEraTUBHAs WIM MO3UTHBHAs MH(popMalus B ceTu o Tede.
Komnpomerupytonass uHpopmanus pa3MmellleHHass B UHTEPHETE MOXET CEpbe3HbIM 00pa3oM
OTpa3uTbcs Ha TBOEH peanbHOH xu3HU. «LludpoBas penmyranus» - 3T0 TBOM UMHJIK, KOTOPBIH
dopmupyercs u3 uHpopMaluu o Tede B UHTEPHETE.

TBoe MecTo XHUTENbCTBA, y4eObl, TBOE (PMHAHCOBOE MOJI0KEHHE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KHMX — BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noJpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyONMKalWy JIMYHON MH(OpManuu B
WuTepHere, He MOHUMasi BO3MOKHBIX MOCIeICTBUM. ThI 1axke HE CMOKEIIb J0ralaTbCsl O TOM, UTO
¢dororpadus, pazMerieHHas 5 eT Ha3a[, cTajla IPUYUHON OTKa3a MPUHATH Te0s Ha paboTy.

KomMmenTapuu, pa3menienue TBoux Gororpaduii u Apyrue 1elcTBUS MOTYT HE HCUE3HYTh
JlaXe TI0CIIe TOTO, KaK Thl MX YAAJIUIIb. Thl HE 3HACIIH, KTO COXPAHWJI 3Ty HH(POPMAIINIO, TOTaja
JU OHA B TMOWCKOBBIE CHCTEMBI U COXPAaHMUIACh T OHA, a TJaBHOE: YTO MOAYyMalT O Tebe
OKPY’KaIoIIlee JIFOIH, KOTOPhble HAAYT U YBUAAT 3T0. HaliTu MHpOpMannuo MHOTO JIET CIyCTS
CMOKET JII000# — Kak U3 JOOPBIX TOOYKIEHHI, TaK U C HAMEPEHHUEM MIPUYUHUTE BpeJl. ITO MOKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIUTE HU(POBON PEMyTALIMH:

1. Tlomymaii, mpexae 4eM 4YTo-TO MyOJMKOBaTh W TepenaBaTh y cebst B Oiore uiu B
COITMAJILHOM CETH,

2. B mactpoiikax mpoduis yCTAaHOBU OTpaHUYEHUsI HAa TPOCMOTP TBOETO MPODUIIS U €ro
COAEPKUMOTO, CAETIal €ro TOJIBKO IS IPY3ei»;

3. He pa3memail u He yka3piBail HH(OPMAIIHIO, KOTOPAsk MOKET KOT0-JIMO0 OCKOPOIATH
WU OOMKATh.

Aemopckoe npago

CoBpeMeHHbIe MKOJIbHUKH— aKTUBHBIE MOJB30BaTENN IIU(POBOTO MpocTpancTBa. OIHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJh30BAaHUE MHOTUMH BO3MOXKHOCTSIMH ITU(PPOBOTO MHUpa TpeOyeT
cOOJTI0ICHHSI TIPAaB HA MHTEIUICKTYAIBHYIO COOCTBEHHOCTD.

TepMuH «MHTEIUICKTyal bHast COOCTBEHHOCTB» OTHOCHUTCS K PAa3JIMYHBIM TBOPCHHUSAM
YeIIOBEYEeCKOr0 yMa, HauWHasl C HOBBIX M300PETEHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TPOXYKTHI M YCIYyTM , W 3aKaH4YMBas KHHUTamMH, (oTorpadusMu, KUHOPHIBMaMU H
MY3BIKAIbHBIMU POU3BEICHUSIMHU.


http://gimn-keg.ru/setevichok.htm
http://gimn-keg.ru/setevichok.htm

ABTOpCKHE TTpaBa — 3TO MPaBa Ha MHTEJUICKTYAIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHHUS
HAyKH, JINTEPATYPHI U UCKyCCTBA. ABTOPCKHUE IIpaBa BBICTYNAIOT B KAYE€CTBE rapaHTUU TOT'O, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HEe OyJeT HampacHbIM, AACT €My CIIPaBEJIMBbIC
BO3MOXKHOCTH 3apa00TaTh Ha pe3yJibTaTax CBOErO TPYAA, MOIYYUTh U3BECTHOCTh U NMPU3HAHUE.
Huxkro 6e3 pa3zpemnieHust aBTopa He MOXKET BOCIIPOM3BOIUTH €r0 MPOU3BEICHUE, PACTIPOCTPAHSITD,
nyOoJIMYHO JI€MOHCTPUPOBATh, IPOAABaTh, HWMIOPTUPOBATH, IyCKaTb B IIPOKAT, IYOJUYHO
UCTIOJIHATH, IOKA3bIBATH/UCHIONIHATH B A(Hpe WK pazmemiaTs B IHTepHeTe.

Vcnonp30BaHue «IIMPATCKOT0» MPOTrPaMMHOTO 00eCieueHHsI MOXKET MIPUBECTH K MHOTHM
pHCKaM: OT MOTEpPH [IAaHHBIX K TBOMM AaKKayHTaM J0 OJIOKHPOBKHM TBOEIO YCTPOMCTBa, Ile
YCTAQHOBJICHHBII He JierajgpbHas mporpamma. He crout Takke 3a0bIBaTh, UYTO CYIIECTBYET
JerajibHble U OecCIIaTHbIE IPOrPaMMbl, KOTOPbIE MOXHO HAWTH B CETH.



